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[bookmark: _Toc220122898]Note on the Foreword
The Foreword sets the institutional and policy foundation of the Systems & Applications Standard 2023. It affirms the mandate of the ICT Authority (ICTA) to set, enforce, and review ICT standards across the public service, covering systems, infrastructure, processes, human resources, and technology. The overarching aim is to ensure a coherent, unified, secure, efficient, flexible, integrated, and cost-effective use of ICTs across Government .
The Foreword explains that the standard was developed through a formal, consultative process led by a technical committee and aligned to both national (KEBS) and international best practices, including ISO standards. This positions the document not merely as guidance, but as a formally recognized Government ICT standard within the broader Government Enterprise Architecture (GEA) framework .
Importantly, the Foreword emphasizes enforcement and compliance. The ICT Authority, through its Directorate of Programmes and Standards, is responsible for:
· Conducting quarterly compliance audits across Ministries, Counties, and Agencies (MCAs),
· Issuing certificates of compliance to conforming institutions, and
· Reporting non-compliance cases to the Standards Review Board for remedial recommendations .
The  strategic role of standards in public sector integration, shared services, and value realization from ICT investments, and formally calls upon all Government agencies to prioritize adoption and adherence to the standard.
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The Systems & Applications Standard 2023 (ICTA.6.003:2023) is established in recognition of the growing complexity of software systems used within Government. While these systems create new opportunities for service delivery and efficiency, they also introduce significant technical, organizational, and governance challenges that span the entire system life cycle and all levels of system architecture .
The primary objective of this standard is to increase the likelihood that systems and applications developed or acquired by Government are both effective and efficient. Effectiveness is defined as the ability of systems to meet the current and future needs of users, while efficiency refers to achieving this at a reasonable initial cost and with manageable operational, support, and enhancement costs over time .
The standard further seeks to:
· Promote a shared understanding and agreement on the roles and responsibilities of different Ministries, Counties, Departments and Agencies (MCDAs) in the development or acquisition of systems and applications.
· Provide guidance to help MCDAs understand and agree on appropriate steps in the systems development and acquisition process .
The document defines standards for the development (or procurement), installation, maintenance, and management of computer applications used for administrative purposes within Government. It recognizes that organizational arrangements differ—some MCDAs centralize ICT responsibilities in a single ICT department, while others decentralize these functions to functional units. As such, although the term “ICT department” is used in the standard, the requirements apply equally to any department or vendor engaged in system development, implementation, or maintenance on behalf of an MCDA .
Importantly, the applicability of the standard is determined by the nature of the application, not by who develops or maintains it. Two key characteristics must be considered when determining how the standard applies:
1. The size and complexity of the application, and
2. The criticality and risk associated with the system, particularly the impact of system failure on the MCDA or Government operations as a whole .
A system is considered high risk if its failure could result in:
· Major failure by an MCDA to perform essential functions,
· Significant financial loss, or
· Substantial legal or liability exposure to Government .

For the purposes of determining, a small, less complex system is one that would take less than 1 year of effort (staff time) to develop and implement, or less than Ksh.15,000,000 in cost. 
For the purposes of determining the maintenance of a system, a small, less complex maintenance project is one that would take less than 1 month of effort (staff time) to develop and implement, or less than Ksh1,500,000 in cost
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1. What the standard covers (Overall scope)
At its core, this standard provides a common framework for how Government software systems should be handled across their entire life cycle. That life cycle includes:
· Acquisition (buying or outsourcing systems),
· Development (building systems internally or through vendors),
· Operation (day-to-day use),
· Maintenance (support, upgrades, fixes), and
· Disposal or retirement of systems.
It applies whether these activities are done internally by the institution or externally by consultants and vendors. It also makes it clear that “software” includes not just standalone applications, but also the software components embedded in larger systems, including firmware.
In simple terms, any system that a Government institution uses or plans to use falls under this framework.

2. Who the standard applies to (Field of application)
The standard is not selective—it applies broadly across the public sector. Specifically, it covers:
· National Government institutions,
· County Governments,
· Constitutional Commissions, and
· State Corporations.
3. Who the services are meant for (Targeted groups)
The document then explains that Government systems are built to serve three main groups:
· Government to Citizen (G2C) – systems that deliver services directly to citizens,
· Government to Business (G2B) – systems used by businesses to interact with Government, and
· Government to Government (G2G) – systems used internally across public institutions.
This classification is important because it acknowledges that different systems have different risk profiles and service expectations, even though they are all governed by the same standard.

4. What domains the standard focuses on (Domains to be covered)
This is where the scope becomes more technical and structured. The standard identifies key domains that must be addressed when dealing with systems and applications, including:
· Architectural models for e-Government, covering different viewpoints such as enterprise, information, application, engineering, and technology. This ensures systems are not designed in isolation but as part of a bigger Government architecture.
· Application and system software management, which spans planning, analysis, acquisition, development, maintenance, retirement, and disposal. This reinforces the idea that compliance is not just about development, but about the full life cycle.
· Unified communications, including email, messaging, video conferencing, and even social media usage, recognizing these as integral parts of modern Government systems.
· Websites and web systems, covering governance, hosting, branding, content, and domain management. In practice, this brings Government websites under the same discipline as enterprise systems.
· Integration and interoperability, ensuring systems can communicate, share data, and avoid silos.
· Licensing and system governance, which ties systems back to compliance, accountability, and legal use of software.
· Emerging technologies, acknowledging that Government systems must evolve and that new technologies must still be governed within a standard framework.

5. What the standard deliberately does NOT do (Limitations)
The standard makes it clear that it does not force institutions to use a specific software development methodology. It does not mandate Agile, Waterfall, or any other model.
Instead, the responsibility is on the institution or project team to:
· Choose an appropriate life cycle or methodology, and
· Map that chosen approach to the processes, activities, and controls outlined in the standard.
